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Synopsis

"Cybercrime and cyber-terrorism represent a serious challenge to society as a whole." - Hans
Christian KrA ger, Deputy Secretary General of the Council of EuropeCrime has been with us as
long as laws have existed, and modern technology has given us a new type of criminal activity:
cybercrime. Computer and network related crime is a problem that spans the globe, and unites
those in two disparate fields: law enforcement and information technology. This book will help both
IT pros and law enforcement specialists understand both their own roles and those of the other, and
show why that understanding and an organized, cooperative effort is necessary to win the fight
against this new type of crime. 62% of US companies reported computer-related security breaches
resulting in damages of $124 million dollars. This data is an indication of the massive need for
Cybercrime training within the IT and law enforcement communities.The only book that covers
Cybercrime from forensic investigation through prosecution. Cybercrime is one of the battlefields in

the war against terror.
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Customer Reviews

I’'m currently in the middle of the book Scene Of The Cybercrime by Debra Littlejohn Shinder, but |
decided to do a review right now. This is a really good book on a number of levels...Most books on
computer and network security are written for the techie trying to secure their assets from outside
attack. Obviously, there’s a huge need for that information. But it seems that there is virtually

nothing written from the law enforcement perspective on computer security. That's a major problem



in two ways... For one, there are too few law enforcement personnel that understand exactly what
cybercrime is and how it can be detected, fought, and prosecuted. That’'s probably the audience that
would benefit most from this book. Second, most technical personnel don’t know what to do in order
to successfully build a case and prosecute an attacker once an intrusion has occurred. That’s the
other audience that will gain the most from reading Shinder’s work.The book includes the following
chapters: Facing the Cybercrime Problem Head On; Reviewing the History of Cybercrime;
Understanding the People on the Scene; Understanding Computer Basics; Understanding Network
Basics; Understanding Network Intrusions and Attacks; Understanding Cybercrime Prevention;
Implementing System Security; Implementing Cybercrime Detection Techniques; Collecting and
Preserving Digital Evidence; Building the Cybercrime CaseThe hardcore network security
administrator will probably already know most of the information in the "Understanding..." chapters.
But unless they are adept or experienced in forensic analysis, the last three chapters will be crucial

information for them.
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